


1. Discover : Gain complete visibility of your 
heterogeneous network environment. Proactively 

discover all of your IT assets, both managed and 
unmanaged, through in-depth scans and flexible 
grouping and classification options. 
2. Assess: Proactively identify security 
configuration issues against best practice and 

standards based policies including Microsoft 
Windows Security Guides, NIST Special Publication 

800-68, Defense Information Systems Agency (DISA) 
Security Technical Implementation Guides (STIG), National 

Security Agency (NSA) and Office of Management and Budget 
(OMB) Federal Desktop Core Configurations (FDCC).
3. Prioritize: Focus on your most critical security risks first. 
4. Remediate: Create automated policy baselines that simplify the process of maintaining 
a secure environment by continuously monitoring, detecting and remediating policy-
driven environments across all major platforms and applications. 
5. Report: Gain a holistic view of your security configuration policy violations. Access 
a full range of operational and management reports that consolidate discovery, 
assessment, and remediation information on a single management console.

System Requirements

Lumension® Patch and
Remediation
»» Server: Windows Server 2003, 
2008

»» Agent Coverage: Windows 7, 
Vista, XP, Windows Server: 
2008 R2, 2008, 2003 

Complete Requirements

Online Resources
»» FREE TRIAL
»» Vulnerability Mgmt. Blog
»» Vulnerability Scanner
»» Automating the Vulnerability 
Management Lifecycle

»» FDCC – Achieving Compliance 
with the Lowest Total Cost of 
Ownership

Contact Lumension
»» Global Headquarters 
15880 N. Greenway Hayden 
Suite 100 
Scottsdale, AZ 85260 
+1.480.970.1025
sales@lumension.com

»» United Kingdom 
+44.0.1908.357.897 
sales.uk@lumension.com

»» Europe 
+352.265.364.11 
sales-emea@lumension.com

»» Asia & Pacific 
+65.6725.6415 
sales-apac@lumension.com

How Lumension Security Configuration Management  Works

Key Features
Security Configuration Management: 
Ensures that endpoint operating systems and 
applications are securely configured and in 
compliance with industry best practices and 
regulatory standards. 

Out-of-the-box Checklist Templates:  
Microsoft Windows Security Guides, NIST 
Special Publication 800-68, Defense Infor-
mation Systems Agency (DISA) Security 
Technical Implementation Guides (STIG), 
National Security Agency (NSA) and Office 
of Management and Budget (OMB) Federal 
Desktop Core Configurations (FDCC).

NIST-Validated for Accuracy: NIST valida-
tion ensures accurate assessments of policy 
checklists and configurations as defined in 
the National Vulnerability Database. 

Continuous Policy Assessment and En-
forcement: Delivers ongoing and flexible 
mechanism to assess and apply appropriate 
policies to applicable systems with Lumen-
sion® Content Wizard.

Fully Customizable: Open standards imple-
mentation ensures policy management via 
an extendable and customizable architecture 
providing the ability to add, create, define, 
edit and import/export security configuration 
policies and checklists based on industry 
standards in an easy-to-edit XML format. 

Integrated LEMSS Module: Centrally man-
aged through the Lumension Endpoint Man-
agement and Security Suite for improved vis-
ibility and reduced complexity.

Security Configuration and Posture Re-
porting: Automates security checks includ-
ing event log policy settings, file permission 
settings, local policies group, system ser-
vices group, network settings, system set-
tings, windows components, local user policy 
setting, security patches, firewall settings, IE 
settings application settings.
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*Available as a integrated/interfaced product module within the Lumension Endpoint Management and Security Suite 2010

http://www.lumension.com/vulnerability-management/security-configuration-management.aspx
http://www.lumension.com/vulnerability-management/vulnerability-management-software-free-trial.aspx
http://blog.lumension.com/vulnerability-management
http://www.lumension.com/Resources/Security-Tools/Vulnerability-Scanner.aspx
http://www.lumension.com/Resources/WhitePapers/Lumension-Vulnerability-Management-Solution--Autom.aspx
http://www.lumension.com/Resources/WhitePapers/Lumension-Vulnerability-Management-Solution--Autom.aspx
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