


1. Discover : Gain complete visibility of your heteroge-
neous network environment. Proactively discover all 

of your IT assets, both managed and unmanaged, 
through in-depth scans and flexible grouping and 
classification options.
2. Assess: Proactively identify known issues before 
they can be exploited. Perform a deep analysis and 

thorough OS, application, and security configuration 
vulnerability assessments.

3. Prioritize: Focus on your most critical security risks first. 
4. Remediate: Automatically deploy patches to an entire 

network. Simplify the process of maintaining a secure environ-
ment by continuously monitoring, detecting and remediating policy-driven environments 
across all major platforms and applications. 
5. Report: Gain a holistic view of your environmental risk. Access a full range of opera-
tional and management reports that consolidate discovery, assessment, and remediation 
information on a single management console.

System Requirements
»» Server: Windows Server 
2003, 2008 or 2008 R2 
with Microsoft SQL Server 
2005  or 2008 and .NET 
Framework

»» Agent Coverage: Apple 
Mac OS X, CentOS, Hewlett 
Packard HP-UX, IBM AIX, 
Novell SUSE Linux, Oracle 
Enterprise Linux, RHEL, Sun 
Solaris, Windows: 2000, XP, 
Vista, 7, Windows Server: 
2003, 2008, 2008 R2 

Complete Requirements

Online Resources
»» FREE TRIAL
»» Patch Tuesday Blog
»» Vulnerability Mgmt. Blog
»» Vulnerability Scanner
»» Automating the Vulnerability 
Management Lifecycle

Contact Lumension
»» Global Headquarters 
8660 E. Hartford Dr. 
Suite 300 
Scottsdale, AZ 85255 
+1.480.970.1025
sales@lumension.com

»» United Kingdom 
+44.0.1908.357.897 
sales.uk@lumension.com

»» Europe 
+352.265.364.11 
sales-emea@lumension.com

»» Asia & Pacific 
+65.6725.6415 
sales-apac@lumension.com

How Lumension Patch and Remediation Works

Key Features
The global market share leader in Proactive 
Endpoint Risk Management solutions (IDC).

Integrated Endpoint Management Con-
sole: Features web-, role- and workflow-
based navigation and seamlessly inte-
grates with other LEMSS product modules 
to simplify and optimize endpoint opera-
tions.

Automated Discovery and Assessment of 
IT Assets: Full visibility into both physical 
and virtual environments via schedulable 
discovery, in-depth vulnerability assess-
ment, patch status, security configurations, 
installed software and managed and un-
managed hardware inventory. 

Enhanced Wake-on-LAN: Eliminates end-
point “blind spots” by ensuring that powered 
down machines are available for mainte-
nance.  Allows organizations to minimize 
power consumption without sacrificing  vis-
ibility and control.

Actionable Reporting: Provides detailed 
information across the patch and remedia-
tion management process, including agent 
policy status, vulnerability deployments, 
asset inventory, and supports many com-
pliance reporting requirements. 

Single Solution for Diverse Environ-
ments:  Broad support across major OS 
platforms and third party applications all 
from one console (Windows – including 
Windows 7 and Server 2008 R2, Linux, 
MacOS, Sun Solaris, HP,  POSIX and in-
frastructure devices,  Adobe® and Quick-
Time®, etc.)

Comprehensive Patch, Remediation, 
and Configuration Capabilities: Assess-
ments include security configurations, OS, 
application and patch-level related vulner-
abilities, null passwords, known hacking 
tools, malware, common worms, and P2P 
software check.

Continuous Monitoring and Enforce-
ment: Automatically enforces patches, 
configurations, remediations and other 
custom and repetitive tasks. Baseline poli-
cies can be easily exported and applied 
across multiple groups and servers for con-
sistency.

NAC Integration Support: Automatically 
assesses endpoints as they attempt to gain 
entry to the network and remediates to a 
compliant state before access is allowed.
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http://www.lumension.com/vulnerability-management/patch-management-software.aspx
http://www.lumension.com/vulnerability-management/vulnerability-management-software-free-trial.aspx
http://blog.lumension.com/patch-tuesday
http://blog.lumension.com/vulnerability-management
http://www.lumension.com/Resources/Security-Tools/Vulnerability-Scanner.aspx
http://www.lumension.com/Resources/WhitePapers/Lumension-Vulnerability-Management-Solution--Autom.aspx
http://www.lumension.com/Resources/WhitePapers/Lumension-Vulnerability-Management-Solution--Autom.aspx
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