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The State of Federal IT Risk

What are the biggest security risks
facing IT professionals in the next
year?

BIGGEST SECURITY RISKS

According to federal IT professionals surveyed, the
biggest security risks facing their agencies during
the next year include the sophistication and volume
of cyber attacks on critical IT infrastructure (64
percent), followed by insider risk both accidental
and malicious (49 percent). These risks are exac-
erbated by insufficient resources (i.e. budget and

personnel).

National security personnel are much more likely
to see negligent or malicious insiders/employees
as a security risk than non-national security per-

sonnel.

A lack of coordination between IT security and op-
erations and a lack of integration of technologies
across the two functional areas are also factors

in IT risk. Integration of technologies rated much

higher among national security agency respon-
dents than non-national security respondents. Oth-
er IT risk drivers include increasing use of social
media and Web 2.0 technologies. Interestingly, so-
cial media/Web 2.0 is viewed as more of a security
risk by non-national security agency respondents

than those in national security agencies.

What security incidents happened
in your agency or department in the
last year?

Malware intrusions, theft of desktops, laptops, or
other devices, and loss of sensitive data caused by
a negligent insider are the most typical IT security
incidents seen across the federal landscape. Inter-
estingly, IT operations personnel reported equally
(58 percent) that both virus/malware intrusion and
loss of sensitive data by a negligent insider were the
most common IT security incidents seen in the last
year. Further, 22 percent of total survey respondents
indicated they have experienced a cyber attack by a

foreign nation or terrorist organization.
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What technologies are expected to
grow in the coming year within the
federal IT environment?

EXPECTATION OF INCREASED USE OF TECHNOLOGIES
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Survey respondents expect virtualization and
mobile/smart phone platforms to experience the
greatest overall increases. Overall, virtualization,
use of Web 2.0 social media applications and mo-
bile smart phone platforms are expected to see the
greatest expansion. More than 50 percent of survey
respondents said they expect all of the technolo-
gies tested to increase either greatly or somewhat.
Virtualization scored highest (76 percent) followed
by social media/Web 2.0. While cloud computing
is much talked about, it scored lowest (57 percent)
overall, but was still over 50 percent. Interestingly,
cloud computing is expected to increase the most
by national security respondents and IT operations

personnel.

Summary of the State of Federal
IT Risk

Federal IT professionals must deal with mounting
risk coming from malware and virus intrusions that
are both increasing in number and sophistication.
Another challenging dimension is added when hav-
ing to manage the insider risk and the associated
loss of potentially sensitive information as a result
of negligence or outright maliciousness. These
challenges are made even more difficult for federal
IT personnel due to lack of coordination across IT
operations and security functions, as well as a lack
of technology integration between the two areas.
This challenge will mount as the endpoint environ-
ment is clearly becoming more distributed and vir-

tual, mobile and social.

Continued »
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The Impact of Compliance

How have compliance regulations
affected your organization’s security
position?

IMPACT OF COMPLIANCE REGULATIONS
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An overwhelming majority rated the effectiveness
of federal IT initiatives as generally average (be-
tween 3.03 and 3.39 on a 5-point scale, with 5
being most effective), with no clear cut winner in
terms of a specific initiative having greatest impact.
Of the initiatives measured, the Federal Informa-
tion Security Management Act (FISMA) and Trust-
ed Internet Connection (TIC) rated on top in terms
of effectiveness. US-CERT Einstein Program rated

on the bottom.

What are the greatest challenges
facing federal IT professionals in
meeting compliance regulations?

In regards to IT security, the majority of respon-
dents indicated that the overall state of their IT se-
curity has improved due to compliance initiatives

and audits.

What is the effectiveness of each of
the following initiatives in terms of
the POSITIVE impact it has had in
your organization’s IT security?

EFFECTIVENESS RATING OF FEDERAL IT INITIATIVES
(5-POINT SCALE)

3.39

TRUSTED INTERNET CONNECTION 3.39

3.25

HOMELAND SECURITY PRESIDENTIAL

DIRECTIVE 12 (HSPD-12) 32

= 307

US-CERT EINSTEIN PROGRAM

GREATEST CHALLENGES TO MEETING
FEDERAL COMPLIANCE REGULATIONS

57%

Inconsistent reporting 0k

11% Manual data collection (i.e. compliance by spread sheet)

5% None of the above

The greatest challenge in meeting federal compli-
ance regulations for federal IT professionals is the
lack of resources (i.e. skilled personnel, bandwidth,
and budget) (57 percent). This is especially true
of personnel in operations, C-level and general IT
roles. The second greatest challenge according to
compliance and risk personnel is increasing audit
burdens (time, paperwork and frequency), captur-

ing 43 percent.
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What compliance regulations Summary of the Impact of
have the most impact to your C l
e . - ompliance
organization’s IT security function?
In general, compliance seems to be having a posi-
COMPLIANGE REGULATION IMPACT tive impact to the general state of federal IT se-
B curity in terms of enabling organizations to garner
More funding for purchasing security additional resources or personnel to meet compli-
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ance initiatives, and in acquiring new technologies
to address rising IT security risk. However, no sin-
" extantaioral T o gle federal compliance initiative really stands out in
Ti% its ability to affect IT security, and as more compli-
ance initiatives are added, the growing audit bur-
den is placing a strain on federal IT resources and
driving a lack of integration between technologies.
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In general, compliance has proved valuable in gar-
nering more resources and personnel for organiza-
tions to meet compliance initiatives and purchase
new IT security technologies. Additional benefits
include improved control procedures and a better

understanding of overall organizational IT risk.

While compliance regulations have enabled or-
ganizations to secure more funding for personnel
and technology purchases, this could be having an
unintended consequence in adding to IT security
challenges through the lack of integration and the

complexity of current technologies.

Continued »
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Some Additional Insights

Overall, do you feel more confident
or less confident in the security

of the IT infrastructure in your
department or agency than you did
a year ago?

CONFIDENCE IN DEPARTMENT'S OR
AGENCY'S INFRASTRUCTURE SECURITY

oo 10 oo
All
Overall, most of the respondents surveyed feel
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more confident in their department’s IT security
posture than they did a year ago, indicating im-
provement across the board. However, among
national security IT professionals, 28 percent felt
less confident in their agencies IT security posture.
This may be due to a deeper understanding of the
threats that exist. A majority of respondents indi-
cate the reason they feel more secure is due to

improved IT security technology.

Of the following IT security
technologies, which ones do you
expect to start using or expand its
usage in the coming year?

EXPECTATION FOR TECHNOLOGY USE

| ELLLTES]
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During the next year we can expect to see expand-
ed usage of core IT security technology, such as
firewalls, anti-virus, vulnerability assessment and

patch management.

Newer and emerging IT security technology will also
see increased start up within federal IT environments.
These technologies include application whitelisting

device control and whole disk encryption.

Continued »
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Conclusion

Federal IT decision-makers believe there is now
a growing and persistent cyber threat to sensitive
information and critical IT infrastructure from a for-

eign nation and terrorist organizations.

While progress is being made with the creation of
the Comprehensive National Cybersecurity Initia-
tive and the appointment of the new U.S. National
Cybersecurity Coordinator, many respondents re-
main skeptical that this will be enough to overcome

the new threats and risks.

Personnel from both civilian and defense agencies
and across the IT spectrum--operations, security,
C-level leadership and everyone in between--are
looking for ways to meet the growing challenges
buffeting federal IT infrastructure in the modern

technology era.

These roles will need to find better ways to col-
laborate amongst themselves and with private sec-
tor colleagues. They will need to deploy new and
innovative IT security technologies like application
whitelisting to stay ahead of the game, look to re-
duce technology complexity through integration,
and shift from an absolute focus on meeting com-
pliance with ad-hoc monitoring to greater focus on
security and continuous monitoring of the IT risk

environment.
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About Lumension Security, Inc.

Lumension Security, Inc., a global leader in operational endpoint
management and security, develops, integrates and markets se-
curity software solutions that help businesses protect their vital
information and manage critical risk across network and end-
point assets. Lumension enables more than 5,100 customers
worldwide to achieve optimal security and IT success by deliver-
ing a proven and award-winning solution portfolio that includes
Vulnerability Management, Endpoint Protection, Data Protection,
and Compliance and Risk Management offerings. Lumension is
known for providing world-class customer support and services
24x7, 365 days a year. Headquartered in Scottsdale, Arizona,
Lumension has operations worldwide, including Virginia, Utah,
Florida, Texas, Luxembourg, the United Kingdom, Germany, Ire-
land, Spain, France, Australia, and Singapore. Lumension: IT Se-
cured. Success Optimized.™ More information can be found at

www.lumension.com.

Lumension, Lumension Patch and Remediation, Lumension
Vulnerability Management Solution, “IT Secured. Success
Optimized.”, and the Lumension logo are trademarks or
registered trademarks of Lumension Security, Inc. All other

trademarks are the property of their respective owners.

@ Lumension

IT Secured. Success Optimized.”

Global Headquarters

8660 East Hartford Drive, Suite 300
Scottsdale, AZ 85255 USA

phone: +1.888.725.7828

fax: +1.480.970.6323

www.lumension.com
Vulnerability Management | Endpoint Protection | Data Protection | Compliance and IT Risk Management
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