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today’s economic environment. By investing in the necessary software
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Introduction

Any security professional understands that the job
at hand isn’t just a matter of protecting the technol-
ogy ecosystem, it is a question of doing so with-
out racking up costs that will raise the CFO’s eye-
brows. In today’s economy, though, the antes have
been raised. Nowadays security gurus aren’t just
expected to keep security-related problems at bay
as cheaply as possible. They are also counted on
to find ways to reduce the total cost of ownership
(TCO) of all IT assets by minimizing risks, reducing

network complexity and optimizing resources.

TCO Overview

In the last decade, experts have dashed off doz-
ens of equations and analyzed countless line items
trying to calculate the long-winded value of IT as-
set TCO. What it all boils down to are two types of

costs: direct costs and indirect costs.

Time after time, experts have shown that the read-
ily evident direct costs (such as buying software
and hardware) are often overwhelmed by equally
expensive indirect costs (such as running and trou-

bleshooting said software and hardware).

“For an average enterprise, indi-
rect cost elements may contribute

50% or more of the overall TCO.”

according to Gartner, Inc.

To calculate the TCO in today’s security environ-
ment, one must not only factor in the cost of tech-

nology and staff, but risks and potential lost val-

ues from not putting them in place. Hidden indirect
costs could include lost productivity of end users
and the time sunk by IT staffers responding to mal-

ware.

Read closely how security implementations in four
major areas can reduce IT TCO dramatically, effec-
tively paying for direct costs of these technologies
by reducing the overall bottom line. They are:
Endpoint Protection - Centrally defining
and controlling a trusted application envi-
ronment protects against unauthorized and
malicious software and reduces TCO by
minimizing the amount of time staff spends

reimaging machines and reacting to infections.

Data Protection - Offering effective data se-
curity by centrally defining trusted users and
removable devices, while controlling, encrypt-
ing and auditing the inbound and outbound
flow of information, mitigates the risk of data

loss and brand equity, thus lowering your TCO.

Vulnerability Management - By detecting risks
and deploying remediation automatically using
a market-leading vulnerability management
solution, organizations with complex environ-

ments can increase efficiency and cut TCO.

Reporting and Compliance - Automated re-
porting and compliance features embedded
within vulnerability, endpoint and patch man-
agement tools reduce the cost of proving to the

auditors that an organization’s practices are up

to snuff.
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Endpoint Protection

In January 2005, one of the largest healthcare pro-
viders in the U.S., a publicly traded company listed
on the NASDAAQ stock exchange that employs more
than 16,000 people, spent $150,000 cleaning up
a virus that crippled the company’s entire net-

work from a single infected machine.

After nearly a week of working around the clock,
the IT staff concluded that a malicious website ex-
ploited a flaw in Internet Explorer and flooded the
network with Internet traffic from one poorly pro-
tected endpoint. This eye-opening incident vividly
illustrates how ineffective endpoint security prac-

tices can dramatically impact operational TCO.

Traditional security technologies such as blacklist
anti-virus technologies do not provide businesses
with adequate protection against malware or oth-
er threats. Organizations that rely solely on this
approach for protection require considerable sys-
tem resources to continuously update their defen-
sive engines while receiving little-to-no protection
against unknown and targeted attacks. They have
to consistently throw money at security incidents,

reacting to problems rather than preventing them.

That same healthcare leader, for example, not only
spent tens of thousands of dollars on that singular
event—it also continuously drained its resources
before that every time a machine became infect-
ed.

The company’s policy dictated that when a ma-

chine has a malware-related issue, the employee
ships the infected machine to the IT staff and is
given a new computer—a process referred to as
“hot-swapping.” Prior to changing its security meth-
odology, on average, the company hot-swapped
30 machines per month at a cost of $400 per ma-
chine. Over the course of a year, it burned through

$144,000 on this process alone.

Things changed when the company deployed a
centralized endpoint solution from Lumension that
employs application whitelisting technology. The
deployment saves the company $12,000 per month
on hot-swapping costs alone because malware is
not authorized to execute on protected PCs or lap-

tops.

Unlike blacklisting, a whitelisting approach is a
more proactive way to protect against threats and
reduce TCO. With a whitelist approach, end us-
ers are no longer allowed to install un-trusted soft-
ware on endpoints, such as media applications, file
sharing applications, etc. These installations eat
up significant processing power and memory and

are potential malware conduits.

Cutting off such resource drains at the source elim-
inates the need to reimage machines after infection
and keeps machines running efficiently—bottom

line, whitelisting improves uptime and computers

run faster. Both factors inevitably slash IT TCO.
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Success Story: John. C. Lincoln Health Network

Another healthcare company, John C. Lincoln
Health Network, observed these TCO reduc-
tions firsthand when it implemented Lumension
Endpoint Protection™ (formerly Sanctuary). Be-
fore they put the technology into place, IT staff-
ers were drowning in work related to managing

endpoints.

Each year, 15% of their computers would re-
quire service; 30% required reimaging and 70%

needed the installation of more memory.

For John C. Lincoln Health Network, direct
costs associated with reimaging each PC were
$250", while the indirect costs associated with

reimaging a PC were estimated at $150".

After John C. Lincoln Health Network imple-
mented Lumension Endpoint Protection, they
were able to ‘reduce the full time employee
headcount dedicated to these tasks from 4.0 to
1.5. Additionally, the organization was able to

avoid future headcount growth.?

Continued »

Hughes, Lauren, & Lipsitz, Jonathan. (2007, September 10). The Total Economic Impact of Lumension Security’s Sanctuary Application And Device Control. Forrester Consulting, pp 18.

Hughes, Lauren, & Lipsitz, Jonathan. (2007, September 10). The Total Economic Impact of Lumension Security’s Sanctuary Application And Device Control. Forrester Consulting, pp 14.
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Data Protection

Every week the media sounds the alarms on new
incidents involving the loss of customer records,
confidential information and intellectual property,
most of them accidental, involving some type of
removable device, whether an unencrypted USB
stick, cell phone, external hard drive or the like.
These high-profile bungles have the potential to
dramatically contort IT TCO in very short order, not
only in costs associated with notifying consumers
and settling legal fees, but also in loss of brand

equity and customer confidence.

In 2008, one of the largest mortgage lenders expe-
rienced a data breach from an employee who was
downloading files onto his thumb drive — a total
of 20,000 customer records. International head-
lines quickly uncovered the organization’s lack of
control over removable devices and an absence in
oversight on security policy settings across their
organization. As a ‘high profile’ breach in a highly
regulated industry, experts estimated it will cost a

whopping $6,100,000.2

A recent Ponemon Institute study on the cost of
data breaches highlights the cost per record and

the average cost per breach. *

The total average costs of a data breach grew
to $202 per record compromised, an increase
of 2.5 percent since 2007 ($197 per record)
and 11 percent compared to 2006 ($182 per

record).

2009). 2008 Annual Study: Cost of a Data Breach. Ponemon Institute.
2009). 2008 Annual Study: Cost of a Data Breach. Ponemon Institute.
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Breaches are costly events for an
organization; the average total cost per
reporting company was more than $6.6 million
per breach (up from $6.3 million in 2007

and $4.7 million in 2006) and ranged from
$613,000 to almost $32 million.

These numbers aren’t the end of it, either—there is
an even more important dynamic that organizations
tend to overlook, one that goes beyond the cost of
fines or sanctions. Customer trust is hard to quan-
tify, but the result of breaking that trust is clear as
the cost of lost business represents 69 percent of
the total cost of a data breach, averaging $4.59 mil-

lion or $139 per record compromised.®

Compromised companies must increase spending,
not only to pay legal fines, but also to rebuild a
positive corporate brand image and to regain their
customers’ trust and ultimately their business. In
2008, the average resulting abnormal customer
turnover rate was 3.6 percent, an increase from
2.67 in 2007 and 2.01 percent in 2006. Between
2005 and 2008, this one cost factor grew by more
than $64 on a per-victim basis, or a 38% overall
increase.® These costs impose a heavy burden on
organizations, increasing direct and indirect costs,

thus increasing TCO.

2008, August 5). Gohring, Nancy. Security Oversight May Have Enabled Countrywide Breach. Washington Post.
2009). 2008 Annual Study: Cost of a Data Breach. Ponemon Institute.(2005). 2005 National Survey on Data Security Breach Notification. Ponemon Institute.
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Check out the overall breakdown calculated by the

Ponemon Institute for 2008 in the chart below:

Data protection solutions effectively assess each

device, the data on each device, from what ma-
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chine, which user and when the user

downloaded or uploaded information,
mitigating the risks of a debilitating data

breach.

This is the tact taken by Barclay’s Bank,
which uses Lumension Data Protection™
to control employee use of USB devices
by enabling complete lock down of USB
ports and preventing all unauthorized

connection of USB devices to the net-

Data breach costs by center per record compromised, 2005-2008

Preventing data loss through control and auditing
of data transfer and encryption of data-in-motion
and at-rest is critical to controlling these incidents

within any organization.

The only way to manage all of the removable de-
vices that attach and detach from a network is to
identify them. Device scanning tools give an or-
ganization insight into all of the removable devices
that are currently connected, or have ever been

connected, to the endpoints.

Once this baseline is understood, best practices
recommend setting a global policy across an entire
organization. Implementing exceptions to the pol-
icy is most manageable and appropriate to protect
a business. With enforcement of data and device
policies across entire groups of users and devices,
organizations can effectively protect their data from

unauthorized and insecure transfer.

work, with the added flexibility of allow-
ing individual permissions where appro-
priate. This enables IT managers the granularity
of resource management which guarantees that
potential security breaches, through devices such
as floppy drives, USB sticks and serial ports, are

completely eliminated.

“In the security field we can'’t re-
ally talk in terms of ROI but suffice
to say, you cannot put a price on
the credibility of the bank and so
we have to ensure that none of the

branch PCs can be penetrated.”

Barclay’s Bank
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Vulnerability Management

The number of vulnerabilities continues to increase
across operating systems and applications as cy-
ber criminals refine their methods every day. These
crooks are exploiting vulnerabilities at a faster rate

than ever with automated tools at their fingertips.

In order to beat the bad guys, keep business run-
ning without interruption and reduce the costs of
mitigating vulnerability risk, IT departments must
deploy a centralized approach that pulls everything
together in an automated fashion. This includes
automated discovery and baseline of all IT assets,
vulnerability assessment, security patch and reme-

diation, and security configuration management.

Network Discovery

Network discovery solutions shed light into the risk
areas that are often not visible within the network
environment. With newfound visibility into the or-
ganization’s environment, IT can discover all as-
sets within the network and uncover undetected or
unknown vulnerabilities. Oftentimes, discovered
assets are silent or hidden systems within a net-
work, providing access to potential threats. By
performing comprehensive discovery, organiza-
tions receive a flexible approach to understanding
and assessing what IT assets are connected to the
network as well as discovering all rogue machines,
including; IP address range, Active Directory, OUs,
network enumeration, host name, and file port im-

port.

Doing so not only solidifies security, it also has the

potential to streamline operational TCO. Not only

can these assets be a source of vulnerabilities, but
they are also potentially underutilized resources.
By adopting automated discovery, organizations
can gain a complete view of all IT assets resid-
ing on the network. This ensures the protection of
mission critical systems, while optimizing your re-

sources.

Vulnerability Assessments
Effectively identifying and remediating vulnerabili-
ties before they attack a network environment is a

great way to reduce IT TCO.

“Increased investments in automating and simpli-
fying the elements of the VM lifecycle represent
a significant opportunity for all companies to in-
crease operational efficiencies and reduce the to-
tal costs for this essential function,” wrote Derek
Brink, vice president and research fellow for IT se-
curity at Aberdeen Group in a Sept. 9 Enterprise

Systems article.

Brink and Aberdeen Group reported in Sept. 2008
(Vulnerability Management: Assess, Prioritize, Re-
mediate, Repeat) that vulnerability management
makes up about 14 percent of the average IT secu-
rity budget. Those deemed Best-in-Class by Aber-
deen reported a marginal return of over 90 percent
on those investments. In other words, for every
$1.00 a “Best in Class” organization spends on the
VM-related investments, it is able to avoid $1.91 in
VM-related costs. On average, organizations are

able to reap the advantages of their Vulnerability

Management solutions with a payback period of
15.4 months.
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A combination of agent-based and network-based
scanners is a best practice scenario for assess-
ments. Agent-based scanning provides better in-
sight into individual computer nodes connected to
a network. Agent-based scanning is also better
from a scalability perspective. With mobile devices
becoming common in the workplace, agent-based
scanning is the best way to optimize and look into
these devices, even though they are further away
from the network. Network-based scanning gives
insight into all visible network components and
systems. Therefore, by combining both scanning
techniques, an organization can be assured they
are identifying all of the vulnerabilities within their

network.

Within each vulnerability assessment program, the
most advantageous way to guarantee vulnerabili-
ties are identified, is by defining the system con-
figurations within the assessment. Since over 65%
of vulnerabilities are due to mis-configurations, i.e.
configuration errors and lapses by IT administra-
tion, these can be immediately identified and re-

mediated.”

Patch and Remediation

Due to the countless vulnerabilities threatening
organizations each day, patching and remediation
are skills every IT professional knows well. The
deployment falls on the shoulders of the IT depart-
ment to deploy and remediate each patch, from
each vendor, for each application and operating
system. When itisn’t done right, it has the potential

to eat up a lot of man-hours.

7. Pescatore, John. Garner, Inc.

One of the largest cosmetic companies in the
world, Shiseido, was able to save over $100,000 in
IT salaries and benefits simply by streamlining its
patch and remediation efforts through the use of
Lumension solutions. Before Lumension, Shiseido
lacked the tools to enforce policies and automate
patching and reporting throughout its desktops and
systems. PCs were often introduced by local IT ad-
ministrators across 10 sites, and maintaining these
PCs was time consuming. Additionally, IT staff was
consumed during the morning hours with worm and
virus issues, caused by missing patches on nodes.
This problem was draining IT resources and reduc-
ing the organization’s ability to stay compliant with

their regulations.

After deciding they needed an automated vulner-
ability management system, Shiseido was able to
install and deploy the entire system within a single
day. Not only did the automation process save tens
of thousands of dollars in payroll, but now IT can
react much faster to issues and minimize downtime
throughout their network environment. This im-
provement in time is critical. As the following chart
illustrates, criminals are getting better and better at
exploiting vulnerabilities once they’re found. Busi-

nesses must be quick about remediation in order to

keep the exploits at bay.
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Automated tools alleviate the pressures from the IT 336 Days
department and allow for proactive, best practice
procedures to be followed programmatically. An

abundance of security-related costs are eliminated
180 Days

within patch management and remediation solu- 151 Days
tions. Not only is there improved productivity with-
in the IT department, but an organization receives
increased opportunity costs. 25Days 17 Days 5 Days

-26 Days

Nimda Slammer Welchia MSBlaster Sasser Zotob DNS RPC

The reaction period between remediation available and vulnerabil-
ity exploit is gone. An organization must be proactive.

In a 2007 survey conducted by Lumension: 8

» 39% of organizations spend at least 2 hours
every day monitoring security and IT consoles,
administrative agents, and updating security
policies. If calculated, these organizations are
spending at least $230 per week, or $11,040
per year, on manual patching.

» 66% of respondents stated it would take
them greater than 1 week to deploy a patch
throughout their organization.

» 56% of respondents did not have a global
strategy. If they did, it was difficult to enforce.
Therefore, these organizations are increasing
their chances of vulnerabilities being

managed.

8. 2007 PatchLink Customer Survey. 250 ClOs, CSOs, IT managers and network administrators across Europe, Asia Pacific and the U.S.
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Reporting and Compliance

Security and compliance policy standards are im-
plemented to protect organizations and their con-
sumers. These policies force organizations to al-
locate time and resources for their adherence. In
fact, over 67% of all enterprise businesses are sub-
ject to regulatory compliance.® Manual reporting is
not efficient enough, as represented by the 90% of
all businesses who still do not have sufficient poli-
cies in place to meet data governance regulations
and adequately limit the risk of a breach.'® Organi-
zations must be able to quickly generate relevant
reports to regulatory bodies and internal constitu-
ents that demonstrate compliance to internal and
regulatory policies. Failing to do so costs organi-

zations money.

An organization must be able to quickly and easily
identify gaps in compliance, based on regulatory
or corporate policies. By completing a proactive
assessment, an organization will identify gaps in
compliance, prior to external audits, ensuring a
constant audit-ready posture and ensuring no fines

are incurred due to non-compliance.

9. Yankee Research Group. http://www.yankeegroup.com
10. IT Policy Compliance Group. http://www.itpolicycompliance.com/

11. PCI Security Standards Council. https://www.pcisecuritystandards.org/

This could save an organization thousands in fines

and sanctions. For example:

The cost of PCI non-compliance can range
from $5,000-$25,000, monthly."

The U.S. Department of Health and Human
Services (HHS) recently levied the first
penalties against a healthcare agency for
HIPAA security and privacy non-compliance
- a six-figure settlement related to the

loss of 386,000 patients’ personal health

information.'?

Though auditors want to verify the integrity and
security of data, they want to see, “policies that
describe how an organization will provide security
and integrity; proof that the policies have been op-
erationalized; and evidence that the organization
can discover and fix policy compliance lapses.”"
Since organizations have budgets allocated for
their compliance, they can also reduce the cost of
compliance reporting by mapping their vulnerabil-
ity management policies to control standards. All
of these directly align with best practices and de-

crease TCO.

12. (2008, September 17). Nash, Randy. HIPAA privacy regulations get some teeth: Be prepared. http://www.searchsecurity.com/

13. Kavanaugh, Kelly, & Nicolett, Mark. (2008, June 2-4). Managing Security Information and Emerging Vulnerabilities. Garnter IT Security Summit.
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Conclusion

Proactive security is no longer a luxury, but a ne-
cessity to compete in today’s economic environ-
ment. Without implementing automated security
solutions, IT will continue to spin its wheels to keep
up with manual processes that react to threats pen-
etrating networks every day. By investing in the
necessary software and automation, IT resources
can be freed up to work on strategic initiatives that

drive profit to the bottom line.

EC Suite
EC Suite, a global e-commerce provider, has
effectively reduced their IT TCO by $226,700
annually by blocking zero-day attacks and au-
tomating their patch management process,
which directly impacts the amount of headcount
needed as well as the amount of helpdesk sup-

port time required.

Improved Patch Quality

EC Suite’s experience with a competing prod-
uct from a major vendor was that approximately
20 machines required manual attention after
patches were applied, at a cost of two hours
per touched machine. Lumension saves EC
Suite 40 person-hours of effort for each patch
operation due to the quality of the patch pro-
cess. EC Suite goes through 36 patch sessions
per year for a total of 1440 hours per year. At a
staff payment rate of $33 per hour, EC Suite’s
total annual cost savings due to patch quality
rounds to $48,000.

Blocked Attacks

According to EC Suite, Lumension Endpoint
Protection has blocked roughly one zero-day
attack per month. EC Suite’s security team es-
timates that the proactive security approach to
blocking attacks before they can ripple through
the business is saving approximately 50 hours
per month. Over the course of the year, this
equates 600 total hours at $33 per hour, for a
savings of $19,800.

Reduced Headcount
EC Suite estimates that with Lumension solu-
tions they maintain their technical infrastructure
with approximately 25% of the effort they used
with a competing vendor’s solution, resulting
in a headcount savings of roughly two full time
employees, equating to $140,000 annually.
This is a substantial savings in operational ex-
penses that provides EC Suite with:
The ability to manage a diverse collection
of Unix and Windows machines from a
single console. The same preventive
security solutions are used for production,
office, and development environments
reducing operational efforts in testing,

packaging, and distributing patches.

Greater assurance that all of EC Suite’s
endpoints are compliant with the most
up-to-date patches to close vulnerability

gaps, updates for approved applications,

and controls for sensitive data usage.
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Reduced cycle time to deploy patches
received from Lumension Security. EC
Suite receives operating system and
application patches from Lumension
Security. EC Suite’s experience shows IT
and security teams require less testing
per patch, minimal packaging of patches
for distribution, and far fewer system

refreshes after problematic patches.

Reduced Helpdesk Calls

EC Suite’'s help desk was receiving approxi-
mately 15 endpoint attack-related help desk
calls per week accounting for one hour per call
before deployment of Lumension solutions. The
end-user initiated help desk calls were often le-
gitimate problems with system performance or
troublesome software installations. Since most
of the help desk calls were based on a legitimate
problem, EC Suite’s IT and security teams would
spend an average of one hour responding to
each call and correcting the problem. That num-
ber of help desk calls has now been reduced to
roughly four per week (at one hour per call), a
savings of 11 help desk calls/hours per week.
Over the course of the year at an hourly rate of

$33, this equates to a savings of $19,800.

(2005). Yankee Group Security Leaders and Laggards Survey. Yankee Group.

EC Suite Security Business Statement

Annual cost savings

Blocking zero day attacks $19,800
No manual corrections of patches $48,000
Headcount savings (2 FTESs) $140,000
Reduced help desk calls $18,900
Total annual cost savings $226,700
(numbers rounded for readability)

Source: Ogren Group Security Business Analysis: EC Suite,
November 2008.

Security Incident Costs

The direct and indirect cost savings from automat-
ing security processes and from improving overall
security are profound. Today, the average organiza-
tion must reimage 85% of its laptops and desktops
each year due to malware." Earlier, we showed
how a typical organization was spending $250 per
endpoint to do this, plus an extra $150 each in indi-
rect costs related to end-user inefficiencies. For a
mid-size organization of 500-1000, this equates to
$200,000-%$400,000 that could be shaved off from
the TCO each year by instituting better endpoint

management practices and technology.

Security incidents impact organizations of all sizes
with costs such as business disruption, time spent
responding to the incident, direct cash spent re-
sponding to the incident, direct financial loss (i.e.
loss of assets, fines, etc.) and damage to an orga-
nization’s reputation. The following table highlights
the percentage of businesses within each segment
size (small, medium, large), the average number of

incidents and the average cost of the worst incident

in the year.
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Small (<50 staff) Medium (>250 staff) Large (>500 staff)
Companies that had a security
incident in the last year 45% 72% 96%
Average number of incidents, 6 15 >400
median (mean) (100) (200) (>1,300)
Average cost of worst incident $14,500 $130,500 $1,450,000
in year to $29,000 to $246,500 to $2,900,000
Numbers originally in £, converted to $ based on conversion rate of 1.45% and rounded to nearest hundred

Source: 2008 Information Security Breaches Survey, Department for Business Enterprise and Regulatory Reform.

Viable  resolutions to  decreasing direct
and indirect costs are accomplished within
Lumension’s solutions. By adopting Endpoint Pro-
tection, Data Protection, Vulnerability Management
and Reporting and Compliance, you can proac-
tively secure the network environment and immedi-
ately begin reducing TCO. Rest assured that your
security is never neglected and your organization

is always retaining an ‘always on’ security posture.

Continued »
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Who is Lumension

Lumension™, Inc., a global leader in operational
endpoint security, develops, integrates and markets
security software solutions that help businesses
protect their vital information and manage critical

risk across network and endpoint assets.

Lumension enables more than 5,100 customers
worldwide to achieve optimal security and IT suc-
cess by delivering a proven and award-winning so-
lution portfolio that includes Vulnerability Manage-
ment, Endpoint Protection, Data Protection, and
Reporting and Compliance offerings. Lumension
is known for providing world-class customer sup-

port and services 24x7, 365 days a year.

Headquartered in Scottsdale, Arizona, Lumension
has operations worldwide, including Virginia, Flori-
da, Luxembourg, the United Kingdom, Spain, Aus-
tralia, India, Hong Kong and Singapore. Lumension:
IT Secured. Success Optimized. More information

can be found at www.lumension.com.

@ Lumension

IT Secured. Success Optimized.
Global Headquarters
15580 N. Greenway-Hayden Loop, Suite 100
Scottsdale, AZ 85260 USA
phone: +1.888.725.7828
fax: +1.480.970.6323
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