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BlockMaster — SafeStick® Business

SecureWave Certification Number: CERT-SDC-07-02-0026

SafeStick® business edition adds security to the SafeStick® USB Flash Drive. It is a premier security
solution utilizing high end flash and secure USB technology. SafeStick is capable of handling tough
operations in high demand organizations. It works without prior installations, does not required
administrator priviledges and is the perfect tool for transferring and handling business critical
information, imperative for today's mobile workforce. The combination of hardware and software
security protection coupled with upgrade functionality makes SafeStick the logical choice due to its cost
efficiency, long product lifespan and top of the line security. SafeStick is intuitive, easy to use and
provides amongst other features:

Always Secured — protected by password and encryption (AES128)
Automatically locked if left in computer for too long or user logs out from the host system
Password strength can be set to comply with company password policy

Hardware evaluation of passwords

Brute force protection of information with auto-reset

End-user not able to deactivate password protection, upholds policy
Advanced hash processing of passwords

Ability to use pass phrases

Secure wipe mechanism, ensuring complete erasure of data during reset
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For more information, please visit: www.blockmaster.se/content/view/7/8/

Sanctuary Device Control

Sanctuary® Device Control extends the enforcement of enterprise policies to /0 devices. Users can access
only explicitly authorized devices, such as BlockMaster's SafeStick® business. Sanctuary Device Control
manages this by applying an Access Control List (ACL) to each device type. To grant access, the
administrator need only associate user or group objects to the authorized device.

Sanctuary Device Control supports several directory platforms, including Microsoft Active Directory and
Novell eDirectory. Sanctuary has also been ported to Windows Embedded platforms in addition to the
Windows Server and Desktop versions. Sanctuary Device Control:

> Ensures USB Security through management of any removable media,

> Provides complete control and management over all 1/0 devices through any port including USB,
Firewire, WIFI, Bluetooth, etc.,
Prevents data theft and data leakage via removable media,
Prevents malware introduction via removable media,
Audits I1/0 Device usage,
Detects and blocks Keyloggers,
Encrypts removable media to USB devices that may not provide their own encryption mechanism,
Enables Regulatory Compliance with enforceable policies that include extensive logging and
auditing,
Provides centralized logging and retention of an exact copy of all data written to authorized
devices using SecureWave's proprietary Shadowing™ technology.
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For more information, please visit: www.securewave.com/sdc
Request a free 30 days fully enabled evaluation at www.securewave.com/evaluation

The combination of SecureWave's and BlockMaster's solutions help safeguard a
company's intellectual capital. Never before have organizations had the
opportunity to enforce policy for USB flash drives and maintain the flexibility
and productivity that is only available by effectively incorporating new
technology into the enterprise.


http://www.securewave.com/evaluation

SecureWave Sanctuary® provides policy-based control over endpoint applications and devices. Using an
automated whitelist approach, Sanctuary enables the development, enforcement, and auditing for
application and device use in order to maintain IT security, reduce the effort and cost associated with
supporting endpoint technologies, and ensure compliance with regulations. Sanctuary links application
and device policies to Microsoft® Active Directory™ or Novell® eDirectory® user and user group
information, dramatically simplifying the management of endpoint application and device resources.
More than 1,600 enterprises worldwide in the financial, government, military, manufacturing and
healthcare sectors utilize Sanctuary. SecureWave, named a Red Herring Top 100 Innovator, is
headquartered in Luxembourg and services its global customer base via offices in the U.K., Washington
DC, as well as a network of reseller and service provider partners worldwide.

More information about SecureWave Technology Partners: www.securewave.com/alliances/
Locate a SecureWave Sanctuary Official Channel Partner: www.securewave.com/channel/
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