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Kingston's DataTraveler® Elite — Privacy Edition is an ultra-secure, plug-and-play USB 2.0 Flash drive
designed for enterprise use. It is designed to provide full privacy for even your most sensitive mobile
business data as a portable storage solution with ultra-fast data transfer and huge storage capacities.

DataTraveler Elite — Privacy Edition features on-the fly, /_,../"
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complex password enforcement mechanism give's you e“‘ L

unprecedented access control and data protection on ﬁ
Windows-based systems. If the device is lost or stolen,
stored data will remain protected even in the harshest R} ¢ ‘
conditions.

These advanced features make DataTraveler Elite — Privacy Edition ideal for corporations and
organizations that require employees to transport large digital files consisting of confidential
documents. Data remains protected whether or not users comply with corporate policies, and companies
avoid the financial and legal consequences of lost or stolen data.

For more information, please visit: www.kingston.com/flash/dt_elite.asp

Sanctuary Device Control

Sanctuary® Device Control extends the enforcement of enterprise policies to /0 devices. Users can access
only explicitly authorized devices, such as Kingston's DataTraveler Elite USB drive. Sanctuary Device Control
manages this by applying an Access Control List (ACL) to each device type. To grant access, the
administrator need only associate user or group objects to the authorized device.

Sanctuary® Device Control supports several directory platforms, including Microsoft Active Directory and
Novell eDirectory. Sanctuary has also been ported to Windows Embedded platforms in addition to the
Windows Server and Desktop versions. Sanctuary Device Control:

> Ensures USB Security through management of any removable media,

> Provides complete control and management over all 1/0 devices through any port including USB,
Firewire, WIFI, Bluetooth, etc.,
Prevents data theft and data leakage via removable media,
Prevents malware introduction via removable media,
Audits I1/0 Device usage,
Detects and blocks Keyloggers,
Encrypts removable media that may not provide their own hardware based encryption,
Enables Regulatory Compliance with enforceable policies that include extensive logging and
auditing,
Provides centralized logging and retention of an exact copy of all data written to authorized
devices using SecureWave's proprietary Shadowing™ technology.
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For more information, please visit: www.securewave.com/sdc
Request a free 30 days fully enabled evaluation at www.securewave.com/evaluation

When used together, DataTraveler Elite — Privacy Edition and Sanctuary Device
Control enable organizations to enforce device usage policies while ensuring

data confidentiality with removable media hardware encryption. Gone is the
risk of loosing sensitive information on an unsecured or unauthorized device.


http://www.kingston.com/flash/dt_elite.asp
http://www.securewave.com/evaluation
http://www.securewave.com/evaluation

SecureWave Sanctuary® provides policy-based control over endpoint applications and devices. Using an
automated whitelist approach, Sanctuary enables the development, enforcement, and auditing for
application and device use in order to maintain IT security, reduce the effort and cost associated with
supporting endpoint technologies, and ensure compliance with regulations. Sanctuary links application
and device policies to Microsoft® Active Directory™ or Novell® eDirectory® user and user group
information, dramatically simplifying the management of endpoint application and device resources.
More than 1,300 enterprises worldwide in the financial, government, military, manufacturing and
healthcare sectors utilize Sanctuary. SecureWave, named a Red Herring Top 100 Innovator, is
headquartered in Luxembourg and services its global customer base via offices in the U.K., Washington
D.C. and Research Triangle Park, N.C., as well as a network of reseller and service provider partners
worldwide.

More information about SecureWave Technology Partners: www.securewave.com/alliances/
Locate a SecureWave Sanctuary Official Channel Partner: www.securewave.com/channel/
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