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Chapter
1

Installing Lumension Endpoint Management and
Security Suite

In this chapter: This Quick Install Guide isaresource to guide you through abasic
installation of Lumension Endpoint Management and Security Suite
¢ System Requirements 7.1.

* Pre-Install Considerations
* Required Windows Components
¢ Performing the Installation

System Requirements

Before installing Lumension Endpoint Management and Security Suite (Lumension EM SS) on a server,
ensure that the server meets the minimum system requirements. If your target server does not meet the system
requirements, Lumension EMSS will not perform optimally, or may not install.

These requirements are only the minimum. For superior performance, install Lumension EMSS on a server

that meets or exceeds the recommended configuration. Refer to the Recommended Configuration section of the
Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide (http://portal .lumension.com)
for additional guidance.

Minimum Hardware Requirements

The Lumension Endpoint Management and Security Suite server must meet or exceed the specified hardware
reguirements.

The following hardware requirements will support up to 50 nodes. Refer to the Recommended Configuration
section of the Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide (http://
portal.lumension.com) for additional guidance.

e 2.0+ GHz dual-core processor

« 2GB RAM

250GB 7200-rpm hard drive in a RAID 1 configuration
1 Gbps Network Card
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Supported Operating Systems

The Lumension Endpoint Management and Security Suite server is supported on a number of Microsoft
Windows operating systems.

» Windows Server 2003, Web Edition with SP2 or later (x86)

e Windows Server 2003, Standard Edition with SP2 or later (x86)

* Windows Server 2003, Enterprise Edition with SP2 or later (x86)

» Windows Server 2003 R2, Standard Edition with SP2 or later (x86)

» Windows Server 2003 R2, Enterprise Edition with SP2 or later (x86)

e Windows Server 2008, Web Edition with SP2 or later (x86/x64)

* Windows Server 2008, Standard Edition with SP2 or later (x86/x64)

» Windows Server 2008, Enterprise Edition with SP2 or later (x86/x64)
» Windows Server 2008 R2, Standard Edition (with or without Hyper-V)
» Windows Server 2008 R2, Enterprise Edition (with or without Hyper-V)
*  Windows Web Server 2008 R2

Important: Lumension Endpoint Management and Security Suite must be installed on an English operating
system using an English locale (en-US, en-UK, en-CA, and so on) in its default configuration.

Supported Database Servers

The Lumension Endpoint Management and Security Suite (Lumension EMSS) server is supported by multiple
versions of Microsoft SQL Server database.

» SQL Server 2005, Express Edition with SP3 (x86)

e SQL Server 2005, Standard Edition with SP3 (x86)

e SQL Server 2005, Enterprise Edition with SP3 (x86)

* SQL Server 2008, Express Edition with SP2 or later (x86/x64)

» SQL Server 2008, Standard Edition with SP2 or later (x86/x64)
e SQL Server 2008, Enterprise Edition with SP2 or later (x86/x64)
* SQL Server 2008 R2, Express Edition (x64)

*  SQL Server 2008 R2, Standard Edition (x64)

*  SQL Server 2008 R2, Enterprise Edition (x64)

Tip: Lumension recommends using the latest service pack available for your instance of SQL Server.

Note: If aninstance of SQL Server isnot present on your target server or you do not intend to use aremote
SQL Server configuration, the Lumension EMSS server installer includes SQL Server 2008 R2, Express Edition
(x86). If installing to a 64-bit server, Lumension recommends installing using a supported preexisting instance of
SQL Server that supports 64-bit architecture.
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You can install supported database servers in the following locations rel ative to the Lumension EM SS server.
» Localy in anamed instance installed by the Lumension EMSS installation.

* Locally in apreexisting named or default instance.

* Remotely in apreexisting named or default instance.

Note: Wheninstalling Lumension EMSS using an existing SQL Server instance, the instance collation must be
set to one of the following values:

o SQL_Latinl Genera_CP1 _CI_AS

e Latinl General ClI_AS

Other Requirements

The Lumension Endpoint Management and Security Suite (Lumension EMSS) server requires specific browser
software.

The Lumension EM SS server requires access to the following software.

* Internet Information Services (11S) 6.0 or later.

« One of the following; Microsoft Internet Explorer 7, Microsoft Internet Explorer 8, or Mozilla Firefox 3.5.x.
« Microsoft Silverlight™.

Note: Microsoft Silverlight is required during the installation and when accessing the Installation Manager
functionality using the Lumension EMSS Web interface. For additional details regarding the Lumension
Installation Manager, refer to the Lumension Endpoint Management and Security Suite 7.1 User Guide
(http://portal .lumension.com).

Pre-Install Considerations

Prior to installing Lumension Endpoint Management and Security Suite 7.1 you must prepare your environment.

To prepare your environment for the Lumension Endpoint Management and Security Suite (Lumension EM SS)
7.1 instalation, you must consider and address the following:

Firewall Settings Lumension EMSS utilizes a new content architecture that provides for a
wider variety of patch content. To download this content, the Lumension
EMSS server must be able to access the following URLSs:

+ https://update.patchlinksecure.net

¢ http://cache.patchlinksecure.net

« http://cache.lumension.com

¢ http://gssnews.lumension.com

e http://download.windowsupdate.com (Required for Microsoft content)
e http://ardownload.adobe.com (Required for Adobe content)

e http://swupdl.adobe.com (Required for Adobe content)

* Refer to Lumension KnowledgeBase Article 539 (http://
www.lumension.convkb/539) for additional URLs which may be
required depending upon your configuration.
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Additional Prerequisites

Administrative Rights

AntiVirus Products

ClientAdmin and ServiceAdmin
Accounts

During the installation of Lumension EMSS, 7.1 the installer will prompt
you toinstall .NET Framework 3.5 SP1 and Windows Installer 4.5 if they
are not already installed on your server.

Note: Theinstallation of Windows Installer 4.5 will require areboot to
continue with the installation.

Installation of Lumension EMSS 7.1 requires administrative rights on the
target server. Y ou must perform the installation with an account that is a
member of the Local Administrators group and has full local Administrator
rightsto the target server.

Warning: Wheninstaling on a Windows 2008 server, the Domain
Administrator account does not have full Local Administrator rights,
even when the Domain Administrator has been added to the Local
Administrators group. If you are logged in to the server as the Domain
Administrator, you must run the installer as the Local Administrator by
using the Run as function. (right-click on the Lumension EMSS installer
and select Run as ...).

To ensure a successful installation of Lumension EMSS 7.1 you must
stop or disable any AntiVirus products (such as McAfee, Trend-
micro, Symantec, and so on) prior to running the Lumension Endpoint
Management and Security Suiteinstaller.

Note: AntiVirus products can prevent the necessary installation processes
from running correctly. Therefore, you should stop or disable al AntiVirus
services prior to starting the installation.

During the installation of Lumension EMSS 7.1 the following two new user
accounts should be created:

e Cient Adm n - thisaccount is used to grant the Lumension EMSS
services accessto 1S.

e Servi ceAdni n - thisaccount is used to grant the Lumension EMSS
services access to the SQL Server.

During the installation you will be prompted to define the usernames
and passwords for these accounts. Although it is possible to use the same
account for both, it is strongly recommended (for security purposes) that
you use two different accounts.

Warning: Both of these accounts must have a static password that does
not change. If the password for either of these accounts were to change after
installation you will be unable to use Lumension EMSS as critical services
and functionality would be disabled.
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If you intend to utilize SSL for agent communication you will be prompted

to select and register your SSL certificate during the installation.

Note: Itisalso possibleto setup SSL communication after installing
Lumension EMSS 7.1, however you will need to contact Lumension
Support (http://support.lumension.com) to do so.

Required Windows Components

To successfully install the Lumension Endpoint Management and Security Suite server, your server must meet
various software requirements.

For additional, more detailed, requirements refer to the Lumension Endpoint Management and Security Suite 7.1

Server Installation Guide (http://portal .lumension.com).

Depending upon your Operating System, you must ensure that the following Windows components are installed

prior to installing Lumension EMSS:

Operating System

Windows Components

Windows 2003

Add the necessary Windows 2003 components as follows:

1. Openthe Add or Remove Programs window by selecting Start > Control
Panel > Add or Remove Programs.

2. Select Add/Remove Windows Components.
The Windows Components Wizard opens.

3. Select Application Server andclick Details.
The Application Server window opens.

4. Select ASP. NET and Enabl e networ k COW+ access.

5. Sdlectinternet Information Services (I1S) andclick Details.
The Internet Information Services (11S) window opens.

6. Select Cormon Files andlnternet Information Services Manager.

7. Selectwrld Wde Web Service and click Details.

The World Wide Web Service window opens.

8. Select Active Server Pages andWorld Wde Wb Service.

9. Click OK saving your selections and closing the World Wide Web Service
window.

10. Click OK saving your selections and closing the I nternet I nformation
Services (11S) window.

11. Click OK saving your selections and closing the Application Server window.

12. Click Next toinstall the Windows Components, closing the wizard when it
completes the installation.
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Operating System

Windows Components

Windows 2008
Windows 2008 R2

Add the necessary Windows 2008 or Windows 2008 R2 components as follows:

1.

2.

Open Server Manager by selecting Start > Administrative Tools > Server
Manager .

Scroll down to the Roles Summary section, and click the Add Roles link.
The Add Roles Wizard opens.

Click Next.

The Select Server Roles page opens.

Select eb Server (I11S) and click Next.

The Web Server (11S) page opens.

Click Next.

The Select Role Services page opens.

Select ASP. NET (under Appl i cati on Devel opnent).

A dialog will display indicating the need for additional role services with

ASP.NET, click Add Required Role Services to add the additional role
services.

Select the following:

e ASP

e Basic Authentication (under Security)

* Wndows Authentication (under Security)

* Dynanic Content Conpression (under Per f or mance)

Click Next.

The Confirm Installation Selections page opens.

Click Install to install the Windows components, closing the wizard when it
completes the installation.

Warning: If you have installed .NET Framework 4.0 components on this server
they should be uninstalled and you must reboot the server prior to installing
Lumension EMSS.

If you are unable to remove .NET Framework 4.0, please refer to Lumension
KnowledgeBase Article 759 (http://mww.lumension.convkb/759).

12



http://www.lumension.com/kb/759
http://www.lumension.com/kb/759
http://www.lumension.com/kb/759

Installing Lumension Endpoint Management and Security Suite

Performing the Installation

Install Lumension Endpoint Management and Security Suite 7.1 on a new server (new hardware or image) that
has never had a previousinstallation of Lumension Patch and Remediation or Lumension Endpoint M anagement
and Security Suite.

Prerequisites:

Y ou have reviewed and addressed all of the requirements and considerations identified under Pre-Install
Considerations on page 9.

You have verified that your system contains the required Windows components as defined under Required
Windows Components on page 11.

Download the Lumension Endpoint Management and Security Suite (Lumension EMSS) 7.1 installer from
the Lumension Customer Portal (https://portal.lumension.com).

You have avalid Lumension EMSS License key.

Attention: This procedure assumes you are installing the default SQL Server instance that isinstalled as part
of the Lumension EMSS 7.1 installer. In order to successfully install to an existing (local or remote) SQL Server,
you must refer to the Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide (http://
portal.lumension.com) for additional details and instruction.

1. Log on to the server using an account with full local administrator privileges.

2. Stop or disable any AntiVirus products (such as McAfee, Trend-micro, Symantec, and so on) running on your

server.

Note: An AntiVirus product can prevent processes from running correctly during the installation. Therefore,
to ensure a successful installation, all AntiVirus services must be stopped or disabled prior to running the
Lumension EMSS installer.

Double-click the Lumension EMSS installer at the location defined during the download.

Step Result:  The Lumension EMSS | nstall Shield Wizard opens and begins extracting files. This process
may take several minutes.

Note: During the installation, the installer will install Windows Installer 4.5, Silverlight 4,
and .NET Framework 3.5 if they are not already installed on your server.

Additionally, if at any time during the installation you are prompted to reboot, you must allow
the server to reboot. The installer will automatically reopen following the reboot.
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4, Click Next.

Step Result:  The License Agreement page opens.

License Agreement

E‘i Lumension ||
U

License Agreement:

Terrns and conditions of installation: j

Your access to and installation of this software product is subject to the terms
and conditions contained on the Lumension Security, Inc. ("Lumension”)
website. For your convenience, links are provided below. By clicking on
[Acceptance] you agree that you have read, understand, and agree to be
bound by the terms and conditions contained on the links below ["Terms and
Conditions of Use"). If you do not agree to these Terms and Conditions of
Use, you may not install or use this Product. Lumension may at its sole;l

& T accept the terms in the license agreement Print |

" I do not accept the terms in the license agreement

InistallShield

< Back I Mext = I Cancel |

Figure 1: License Agreement Page

5. Review the License Agreement and select the | accept the terms of the license agr eement option.
6. Click Next.

Step Result:  The Customer | nformation page opens.

i'-‘%' Lumension EMSS - InstallShield Wizard
Customer Information i \
Enter your account information and serial number, @ Lumension (il

Company name:
ITed'mimI Publications

Serial Number:
|saasacas-aasasass

If you cannot locate your serial number, contact your Lumension sales
representative at 1-888-970-1025 Option 2 or www.lumension.com.

InstallShield

< Back I Next > I Cancel

Figure 2: Customer Information Page
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7. Typethe applicable information in the following fields:

Field

Description

Company Name

Y our company hame.

Serial Number

Y our Lumension EMSS serial number.

8. Click Next.
A new page or dialog opens.

Page/Dialog

Step

If the Question dialog opens:

Click Yesto start network discovery services. These services are
necessary to use discovery features within Lumension EMSS.

If the Required I 1S Features
page opens:

Y our server does not have the required I1S featuresinstalled. Click
Install Featurestoinstall the features and proceed.

If the System Requirements
page opens:

Y our server does not meet the minimum installation requirements.

» If you receive only system requirement warnings, you may proceed
with installation by clicking Next. Lumension recommends
resolving warnings before proceeding with installation.

Note: When installing on avirtual platform you will likely receive
awarning about the CPU requirements since the installer is unable
to identify the processor in avirtua environment.

» |If you receive any system requirement failures, you must cancel the
installation, resolve these failures, and then restart installation.

Tip: Click View all Failures/Warnings for detailed information about
prerequisite status deficiencies.

If the Service Accounts page
opens:

Proceed to the next step.

9. Create the Web client and service accounts used by Lumension EMSS.
These accounts are used to operate components critical to Lumension EMSS.

Tip: Unlessinstalling against aremote SQL Server, Lumension recommends that the Web client and service
accounts be created as local accounts (which is the default). When installing against a remote SQL Server

EE EN
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refer to the Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide (http://
portal.lumension.com) for additional details.

a) [Optional] Edit the Web Client Account Username field.

Note: Lumension recommends that you use the default user name.

b) Inthe Web Client Account Password and Web Client Account Confirm password fields, type and
retype the desired password.

¢) [Optional] Edit the Service Account Username field.

Note: Lumension recommends that you use the default user name.

d) Inthe Service Account Password and Service Account Confirm password fields, type and retype the
desired password.
10. Click Next.
If required, acknowledge the creation of new accounts by clicking OK.

Step Result:  The SQL Server | nstance page opens.
]

SQL Server Instance !

) . Lumension ||
Spedify the SQL Server instance @ )

SQL Server connection:
¢~ Connect to an existing SQL Server instance

' Install a new SQL Server instance

Instance Name:

Jurc

InstallShield

< Back I MNext = I Cancel

Figure 3: SQL Server Instance Page

11. Select the I nstall a new SQL Server instance option.

Note: When installing against aremote SQL Server you must refer to the Lumension Endpoint Management
and Security Suite 7.1 Server Installation Guide (http://portal.lumension.com) for additional details.

12.[Optional] Type anew instance namein the I nstance Name field.
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13. Click Next.
Step Result:  The Destination Location page opens.
x
Destination Location
Specify where you would like to install the server and @ Lumension

store content.

The Lumension EMSS will be installed in the following folder:

r Installation location

C:\Program Files\Lumension\EMS5Y, Browse. .. |
~Content storage location

C:\Program Files\Lumension\EMS5\Content), Browse. .. |

InstallShield

< Back I MNext = I Cancel

Figure 4: Destination Location Page

14. [Optional] Change the Lumension EM SS installation location.
a) Click Browse.
b) Definethe desired file path using either the L ook in lists or the Folder namefield.
c) Click OK.

Step Result:  TheInstallation Folder field reflects your changes.

15. [Optional] Change the Lumension EM SS content storage location.

The content storage location is the location where patches and other content items are downloaded.
Lumension recommends allocating at least 32 GB of storage space to content (plus an additional 10 GB if
managing non-Windows endpoints).

a) Click Browse.

b) Definethe desired file path using either the L ook in lists or the Folder namefield.

c) Click OK.

Step Result:  The Content Storage L ocation field reflects your changes.
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16. Click Next.

Step Result:  The Proxy Settings page opens.

x|

Proxy Settings .
If your network uses a proxy server to access the @ Lumension ||
internet, spedfy the information below, '\

[ a proxy server is required

Server address: Port:

I™ | authentication required

Username:

Password:

Confirm password:

< Back I MNext = I Cancel

Figure 5: Proxy Settings Page

Note: If one or both of the storage directories defined on the Destination Location page
does not contain the recommended available disk space, the Proxy Settings page does not
immediately open. Rather, adialog that |ets you redefine the storage directories will open.
Then after redefining the storage directories, the Proxy Settings page will open.

17. 1f your network uses a proxy server to access the Internet, select the A proxy server isrequired check box
and type the applicable information in the following fields.

Field Type
Server Address The |P address of the applicable proxy server.
Port The port number used for communication.

Note: You can aso configure Lumension EMSS to use a proxy following installation.

18. If your network uses a proxy server to access the Internet, and that proxy reguires authentication, select the
Authentication required check box and type the applicable information in the following fields.

Field Type
Username A user name that authenticates with the proxy.
Password The password associated with the user name.
Confirm Password The password retyped.

| L] 18
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19. Click Next.

Step Result:  The Agent to Server Communication page opens.
x|

Agent to Server Communication i
[&3 Lumension |
\

[ Use 55L security for Patch agent communication with the server,

If you select this option, make sure you have already obtained and instaled a vald frusted
certificate. Be sure that the server identity below maiches the one provided with the
certificate. Once the server install has completed you will need fo assign the certificate fo
the website prior fo Bunching the application.

Default server identity:
TP-WIN2003

Le

10 i com (rect ded)
computername.
10, 10. 10. 10

InstallShield

< Back I MNext = I Cancel

Figure 6: Agent to Server Communication Page

20. If you are using SSL for server and agent communication, select the Use SSL security for Patch agent
communication with the server check box.

Note: You must possess an SSL certificate to implement SSL communication. Implementation of SSL
communication during installation is optional. This feature can be implemented following installation.

21.1nthe Default server identity field, type the name of your server in one of the following formats:

* DNSname (comput er name. donmai nname. com)
» Computer name (conput er nane)
e |Paddress(10. 10. 10. 10)

During agent registration, the Lumension EM SS agents use this name to identify the server.

Note: If youareusing SSL, the server name that you type in the field must match the server named on your
certificate.
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22. Click Next.
Step Result:  The Installation Ready page opens.
x
Installation Ready )
Lumension EMSS Installer is now ready to @ Lumension '-I

begin the installation.

fou are about to install Lumension EMSS :

Installation location: C:\Program Files\Lumension\EMSS,

Content storage location: C:\Program Files\Lumension\EMSS\Content),
SQL Server: TP-WIN2008YJPC

Use 55L: No

Default server identity: TP-WIN2008

Proxy required: Mo

[V automatically include all licensed modules and updates during installation.
Click install to begin the installation.

InstallShield

< Back I Install I Cancel

Figure 7: Installation Ready Page

23.[Optional] If you only want to install core components, clear the Automatically include all licensed
modules and updates during installation check box.

Note: You may use the Lumension Installation Manager after the initial installation of Lumension EMSS to
install additional components. For additional information, refer to Using Lumension Installation Manager in
the Lumension Endpoint Management and Security Suite 7.1 User Guide (http://portal .lumension.com).

24. Review theinstallation information and click Install to begin the installation of Lumension EMSS. This
process may take several minutes.

Important: During installation, do not attempt to access the Lumension EMSS Web site. Accessing the
Web site during installation can cause installation errors.

25. After installation completes, click Finish.
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26. Acknowledge the notification that appears by clicking OK.

After Completing This Task:

Having completed the installation of Lumension EMSS 7.1 you must now log in to Lumension EMSS to
complete the installation. Y ou can log in using the user account that was created with the same username and
credentials as the account used to install Lumension EMSS.

When you log in to Lumension EMSS 7.1 for the first time, you will be presented with the Application Setup
Manager window. From this window you can configure the following tabs (refer to the Lumension Endpoint
Management and Security Suite 7.1 Server Installation Guide (http://portal.lumension.com) for additional
details):

* Customer Info - allows you to verify and add company information.
* Languages - alows you to change the default content language selections.

* Uningtall Password - allows you to define the default password that will be required to uninstall the
Lumension EMSS agent from an endpoint.

» Email Notifications - allows you to set the administrator email address to receive email notifications.

* Ingtall an Agent - allows you to deselect the default option of installing an agent on the Lumension EMSS
server when the Application Setup Manager window is closed.

Note: Lumension Support recommends that you wait until after the first replication has completed before
installing or upgrading the Lumension Content Wizard, the Lumension Enterprise Reporting Client, or the
Lumension Caching Proxy.
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Appendix

A

Troubleshooting Your Installation

In this appendix: The following topics will assist you in the unlikely event that

you experience difficulty when installing Lumension Endpoint

* Top Installation Issues Management and Security Suite 7.1.
* Frequently Asked Questions

Top Installation Issues

Thefollowing list identifies the top reasons why your installation may fail.

1.

Y our system does not have the minimum required Windows components, or does not meet the minimum
system requirements.

Refer to Required Windows Components on page 11 for acomplete list of the required Windows components
and refer to the Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide (http://
portal.lumension.com) for a complete list of both required and recommended system requirements.

Failure to stop or disable an AntiVirus product (such as McAfee, Trend-micro, Symantec, and so on) prior to
running the Lumension Endpoint Management and Security Suiteinstaller.

Note: An AntiVirus product can prevent processes from running correctly during the installation. For best
results, stop or disable al AntiVirus services prior to the installation. If you have an installation issue and
you currently have an AntiVirus product running, Lumension Support will be unable to assist you until the
AntiVirus product has been disabled.

The account used to install the Lumension Endpoint Management and Security Suite server isnot aLocal
Administrator.

Warning: When installing on a Windows 2008 server, the Domain Administrator account does not
have full Local Administrator rights, even when the Domain Administrator has been added to the Local
Administrators group. If you are logged in to the server as the Domain Administrator, you must run the
installer asthe Local Administrator by using the Run as function. (right-click on the Lumension EMSS
installer and select Run as ...).

You are attempting to install Lumension Endpoint Management and Security Suite with aremote SQL
Database, but have not followed the Installing Using a Remote SQL Server Instance procedure exactly asit
is documented within the Lumension Endpoint Management and Security Suite 7.1 Server Installation Guide
(http://portal .lumension.com).

Thereis areboot pending.
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If thereis areboot pending, Windows cannot install the Lumension Endpoint Management and Security Suite
server. On occasion the server does not clear the reboot pending condition although the server was physically
rebooted. To resolve this issue you must either rename or delete the HKLM Syst em Cur r ent Cont r ol Set /

Cont rol / Sessi on Manager / Pendi ngFi | eRenaneQper at i ons registry key to complete the installation.

Frequently Asked Questions

When installing Lumension Endpoint Management and Security Suite 7.1, users often ask the following
guestions.

1.

What operating systems are supported by Lumension Endpoint Management and Security Suite 7.1?

For acomplete list of supported operating systems, refer to the Lumension Endpoint Management and
Security Suite 7.1 Server Installation Guide (http://portal .lumension.com).

I cannot remember my login and/or password to the Lumension Customer Portal (http://
portal.lumension.conV). What do | do?

Click thered L ost your Password link and follow the instructions. A new password will be sent to you. If
you receive a message indicating that the email you entered is not recognized, try using a different email
address or contact Lumension Support (http://support.lumension.com) for assistance.

My upgrade or installation appeared to go smoothly, however my replication appears to be taking along time.
How long should this first replication take?

After theinitial install or upgrade to Lumension Endpoint Management and Security Suite 7.1 it is not
uncommon for the initial replication to take anywhere from 30 minutes to 2 hours to complete, depending
upon your network speed and avail able bandwidth.

What should | doif | want to get a separate license to build and test Lumension Endpoint Management and
Security Suite before | deploy it throughout my organization.

Contact your Lumension Account Manager for additional details. If necessary, refer to http://
www.lumension.convcontact-us.aspx for contact details.

Who do | contact if | have questions or would like assistance with the installation?

Contact the Lumension Customer Success Team (CSTupgrade@l umension.com).
Who do | contact if | have problems with the installation or the installation fails?

Please call the Lumension Support Team, toll-free, at (888) 725-7828, option 2.
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Appendix
B

Installation Checklist

In this appendix: The following checklist will assist you when installing your

Lumension Endpoint Management and Security Suite 7.1 server.
* Checklist for Installing Lumension

Endpoint Management and Security
Suite 7.1

Checklist for Installing Lumension Endpoint Management and
Security Suite 7.1

The following checklist identifies the tasks necessary to install Lumension Endpoint Management and Security
Suite 7.1 on anew server.

Y ou have configured your firewall to allow accessto all necessary URLS.

u Refer to Firewall Settings on page 9 for details.

You are installing on a supported operating system.
Refer to Supported Operating Systems on page 8 for details.

Y ou have installed the necessary Windows components for your operating system.
Refer to Required Windows Components on page 11 for details.

. Download the Lumension Endpoint Management and Security Suite (Lumension EMSS) 7.1 installer
from the Lumension Customer Portal (https://portal .lumension.com).
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Log on to the server using an account with full local administrator privileges.

Warning: When installing on a Windows 2008 server, the Domain Administrator account does not
have full Local Administrator rights, even when the Domain Administrator has been added to the Local
Administrators group. If you are logged in to the server as the Domain Administrator, you must run the
installer asthe Local Administrator by using the Run as function. (right-click on the Lumension EMSS
installer and select Run as....).

Stop or disable any AntiVirus products (such as McAfee, Trend-micro, Symantec, and so on) running on
your server.

Note: An AntiVirus product can prevent processes from running correctly during the installation.
Therefore, to ensure a successful installation, all AntiVirus services must be stopped or disabled prior to
running the Lumension EMSS installer.

Start the installation by launching the Lumension EMSS installer.
Refer to Performing the Installation on page 13 for step-by-step instructions.

Loginto Lumension EMSS and complete the Application Setup Manager window.
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