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Background

The Nevada Office of Veterans Services (NOVS) is
a state government agency with seven locations, in-
cluding headquarters in Reno, NV. NOVS provides
assistance and services to veterans, their family
members and residents of Nevada serving in the
U.S. armed forces. The agency has six programs:
Veterans’ Benefit Representation, Veterans’ Cem-
eteries, Veterans’ Nursing Home, Veteran Guard-
ianship Program, Veteran Legislative Issues and
Veteran Information Clearinghouse. NOVS serves
as a liaison between veterans and the U.S. Depart-

ment of Veterans Affairs.

Challenge

In the past four years, NOVS has experienced sig-
nificant changes to its IT environment. Most nota-
bly, its staff was becoming more computer savvy.
In early 2005, Jeff Fuhler, information security of-
ficer at NOVS, realized that he needed to conduct
a risk assessment on the agency’s IT security in-

frastructure.

“It used to be that people only knew how to use
one or two programs depending on their specific
job function,” said Fuhler. “In the past few years,
however, people have become more familiar with
computers and understand how to do much more.
While this created many positive opportunities for
the agency to grow and expand its services, it has
also introduced security risks that were not there
before. We needed to make sure that our systems

and sensitive information were protected as our

employees were becoming more technologically

advanced.”

After evaluating the agency’s security posture,
Fuhler recognized that removable storage media—
including external hard drives and USB memory
sticks—represented a serious threat. NOVS had a
policy in place that defined how employees could
use their work machines, but enforcement was lim-
ited to the capabilities of Active Directory. Fuhler
had no way of prohibiting employees from remov-

ing information via portable storage devices.

“Active Directory allows us to effectively block ac-
cess to certain information and applications based
on job description. However, it does not prevent
authorized users to download that information to a
device,” said Fuhler. “What was perhaps even more
of a concern was malicious intrusion. With no con-
trol over USB access, someone—whether it was a
disgruntled employee or a guest—could easily plug
in a device and potentially install a malicious appli-
cation or virus. This was a serious issue because
much of the information we have on file is medical
records, so we needed to do whatever was nec-

essary to comply with HIPAA and keep that data

safe.”
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Solution and Benefits

After researching potential solutions, Fuhler elect-
ed to deploy Lumension Data Protection™ (for-
merly Sanctuary) on all the agency’s workstations.
Lumension enables IT administrators to create a
whitelist of allowed devices, denying all others by
default. Lumension allows for flexible enforcement
of device control policies through granular param-
eters. Administrations can assign permissions at
a high level or allow particular user groups or indi-
vidual machines to access certain devices at spe-

cific times.

Policies can also be enforced by specific models
of media, such as those with automatic encryp-
tion, and by time constraints, encryption, volume of

data, data transfer or other criteria.

‘[Lumension] is the perfect solution for
our situation. We wanted a technology
that controls what removable storage
media can work on our machines, and
[Lumension] does just that. I'm not wor-
ried about the threats posed by these
devices because we know exactly what
media is being used, by whom and for
what purpose. The granular permis-
sions that | can set using [Lumension]
also make it a much more practical ap-
proach then removing all USB ports or
CD drives. For example, we allow em-
ployees to play music CDs but we do
not allow them to copy anything onto
data CDs.”

Jeff Fuhler, Information Security Officer

Occasionally, a NOVS employee will want to bring
work home via a USB stick or other removable me-
dia. The agency’s policy states that no employee
can use a device for this purpose, so by not making
any exceptions, this becomes a business decision

rather than an IT decision.

“If you have a solution in place that secures your
network, then you can make business decisions
about any allowed exceptions,” said Fuhler. “If
someone needs to remove information, there is a
procedure in place and | will typically copy the data
for them. This changes a security risk into a busi-
ness function. There’s no reason for most of the
staff to take information off of the network, so we
can make this our default policy and address po-

tential exceptions on a one off basis.”

In addition to effectively enforcing the agency’s
device use policies, Lumension also requires very

little maintenance. The NOVS IT staff consists of

two people, so using products that require a great
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deal of administrative overhead is not feasible re-
gardless of how effective they are. “We’'ve never
had a security breach and we never intend to,” said
Fuhler. “It blows me away that Windows is designed
so that users cannot install a local printer but they
can use any removable storage media they want.
[Lumension] allows us to proactively address this
security risk and keep the proprietary information
contained in our systems safe from data theft and

other malicious activity.”
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